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Dear Mr. Caton:

On Monday, May 8, 1995, the Cellular Telecommunications Industry Association
("CTlA") represented by Mr. Michael Altschul, Vice President and General Counsel;
Ms. Andrea Williams, StaffCounsel~ and Ms. Catherine Massey, Regulatory Counsel,
McCaw Cellular Communications, met with Ms. Ruth Milkman, Senior Legal Advisor to
Chairman Reed E. Hunt to discuss ESN security and the cloning of cellular telephones.

At the meeting, CTIA presented the attached documents. Pursuant to Section
1.1206 ofthe Commission's Rules, an original and one copy ofthis letter and the
attachments are being filed with your office. Ifyou have any questions concerning this
submission, please contact the undersigned.
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THE "E\lrLATIO~" OF ELECTROl\IC SERIAL
~1'\lBERS::CLO~ING

• The Electronic Serial Number (ESl') is a unique number assigned to
a cellular phone by the manufacturer. Section 22.919 of the FCC's
rules requires the ESN to be fixed and unchangeable, thus
establishing a unique fingerprint for each phone. The cellular
industry relies on ESNfMI;\l (\:tobile Identification ~umber) pairs to
validate its legitimate customers.

• Cloning refers to a method by which the original, factory-set ESN of a
cellular phone has been altered, transferred, removed. or modified
then reprogrammed into another cellular phone.

• Cloning fraud. the most prevalent type of cellular fraud, requires the
ability to obtain valid ESNfMlN pairs. erasing the existing ESN from
a cellular telephone and replacing it with a copied or cloned ESN.
Once stolen ESNfMIN pairs are entered into cellular phones, the
cloned telephone is able to gain unlawful access to cellular service.

• Cloned telephones are used not only to obtain free cellular service,
but also to conduct criminal activiry' such as narcotic and drug
trafficking.

• The type of ESN alteration/modification used and advocated by C
Two Plus Technology and its affiliates cannot be distinguished from
any other cloning of cellula r telephones.



THE FCC'S POLIC' \~D Rl'LES GOVER:\I:\G
fHE \LTER.\Tl<f\ ()F THE ES~

Since 1991. the Commission has clearly stated its policy and rules
governing the alteration or modifiration of the originaJ, factory-set ES~s
in cellula r telephones.

"Phones with altered ESNs do not comply with the
Commission's ruJes and any individual or company
operating such phones or performing such alterations is in
violation of... the Commission's rules." FCC Public Notice,
Report \'0, CL-92-3, October _' 199/

·'It is a violation of ... the Commission's Rules for an
individual or company to alter or copy the ESN of a cellular
telephone so that the telephone emulates the ESN of any
other cellular telephone. \1oreover, it is a violation of the
Commission's Rules to operate a cellular telephone that
contains an altered or copied ESN." Letter ofClarification
from Jfr. John Cimko, Chief, FCC's l"fobile Services
Division, to .~r. Itlichael Altschul, dated January 15, 1993,
concerning modification ofES/Vs by the NAM Emulation
Programming Device manufactured and distributed by C Two
Plus Technology

., Alteration of an ESN can interfere with a cellular carrier's
effort to bill and collect for the use of its facilities. There is
evidence suggesting that mobile phones with modified or
cloned ESNs are used in a majority of cases involving
cellular fraud.... phones with altered ESNs do not comply
with the Commission's rules... ." Letter ofClarification from
Mr. John Cimko, Chief, FCC's j"fobile Services Division, to
the Honorable Jim Sasser, U. S. Senator, dated June 21,
1994, concerning a constituent's desire to have the same
telephone number for each of hi5 cellular telephones.



"Any individual or company that knowingly alters cellular
telephones to cause them to transmit an ESN other than the
one originally installed by the manufacturer is aiding in the
violation of...lthe Commission'sl rules. Thus, we advise all
cellular licensees and subscribers that the use of the C2+
altered cellular telephones constitutes a violation of the Act
and our rules." Part 22 Report and Order, 9 FCC Red 6513
(1994) ..



A FEDERAL COURT HAS E'\lFORCED THE FCC~S NE\V
ESN SEClrRITY RLLE

In Houston, Texas, the C.S. District Court has issued a permanent
injunction against a C Two Plus affiliate. In its decision, the Court
determined that emulation of the electronic serial numbers of cellular
telephones by the defendant, an affiliate of C Two Plus Technology,
violates the Part 22 Report and Order. .See Houston Cellular Telephone
Company v. Jolm CVelson, et.. aI, Civil Action H-95-617, (S.D. Tex
\larch 17, 199~)

While the FCC and the Court have clearly stated that emulation of
ESNs violates the FCC's rules, a recent press release of a C Two Plus
affiliate continues to ignore the ESN security rule by stating that the
FCC's Part 22 Report and Order is an advisory opinion and His not
legally binding." See Business Wire, Dow Jones and Company,
Charlotte, North Carolina (April 6, 1995).



THE CELLI,'LAR LICE:\SEE'S RESPONSIBILITY FOR
\DDITIO'\iAL \10BILE r~ITS

• Part 68 of the Commission's rules sets forth the customer-carrier
relationship for the connection of additional phones to wired service.
Under Part 68. it is the customer, not the wireline carrier, that
assumes responsibility for the connection of additional phones on the
customer's premises..

• The FCC, however, has prescribed a very different customer-carrier
relationship for cellular service. The FCC holds the cellular licensee,
not the customer. responsible for effective operational control over all
mobile stations, Le.• cellular mobile units, that communicate with the
cellular licensee's base station, See ..f7 CFR Section 22.912.

• With cloned phones, it is impossible for the cellular licensee to comply
with this Rule"

• The licensee does not control the alteration or
manipulation of the ESN.

• The licensee cannot track or bill the cloned phone.
• Cloned phones which are not controlled or authorized by

the carriers do not fall within the carrier's blanket
license. Therefore, such phones are unauthorized
transmitters and violates Section 301 of the
Communications Act.

• Because the licensee does not control the cloned phone,
the licensee also cannot ensure that the operation of a
cloned phone does not interfere with legitimate
customers' access to cellular service.

• Carriers are increasingly deploying anti-fraud features such as radio
fingerprinting and velocity checking to combat cellular fraud. With
the deployment of such features, a cloned phone can be detected and
removed from the system before the user accesses the system. Thus,
cloned phones customers will be denied access or removed from the
system. regardless of their intended use of the phone.



RESPONDING TO Cl'STO\tER DEl\IAND \VHILE
PROTECTING AGAINST CELLlfLAR FR4l'D

• In response to consumers' desire to have two phones with the same
phone number. cellular carriers have begun deploying switch-based
technology which will "look for" or page several phones with the same
MIN.

• Unlike cloned phones. each phone has a distinct. factory-set ESN.

• Unlike cloned phones, the switch-based technology allows cellular
systems to authenticate or validate legitimate mobile units.



PETITIONERS SEEK RECONSIDERATION OF
SECTION 22.919

• In the Part 22 Report and Order, the FCC stated that Section 22.915,
which governs cellular specification compatibility, has been retained
and renumbered Section 22.933. See Part 22 Report and Order, 9
FCC Rcd at 6526, n. 108 (1994).

• While C Two Plus Technology refers to Section 22.915 in its reply to
TIAICTIA Joint Reply to Petitions for Reconsideration, it does so in the
context of cellular specification compatibility, not ESN security.

• Section 22.919 which governs ESN security, not the cellular
specification compatibility under the former Section 22.915, is at issue
on reconsideration of the Part 22 Report and Order.
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CONCLUSION

• The FCC and a Federal Court have clearly stated that the
"emulation" of ESNs violates the FCC's Rule governing ESN
security.

• The type of alteration or modification of ESNs advocated and used by
C Two Plus Technology to provide "extension" service is pure and
simple cloning.

• To allow such cloning would not only violate the FCC's rules but also
undermine the FCC's policy and recent enforcement efforts to
combat cellular fraud.
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APPENDIX A

1. Business Wire, Dow Jones and Company, Charlotte, North Carolina
(April 6, 1995).

2. Houston Cellular Telephone Company v. John C Nelson, et aL, Civil
Action 8-95-617, (S.D. TeL March 17, 1995).

3. Plaintiff's Original Complaint and Requestfor Temporary Restraining
Order, Preliminary Injunction and Permanent Injunction, Houston
Cellular Telephone Company v. John C Nelson, et aL, Civil Action H
95-617, (S.D. Tex. filed March 1, 1995).

4. In the Matter ofRevision ofPart 22 ofthe Commission's Rules
Governing the Public Mobile Services, CC Docket No. 92-115, Report
and Order, 9 FCC Red 6513, 6525-6526 (1994).

5. Letter ofC1Ilrljication from Mr. John CimluJ, Chief, FCC's Mobile
Services Division, to the Honorable Jim Sasser, U. S. Senator, dated
June 21, 1994, concerning a constituent's desire to have the same
telephone number for each of his cellular telephones.

6. Letter ofC1Ilrijlcationfrom Mr. John Clmko, Chief, FCC's Mobile
Services Division, to Mr. Michael Altschul, dated January 15, 1993,
concerning modification of ESNs by the NAM Emulation
Prognmminl Device manufactured and distributed by C Two Plus
Technology_

7. LtJI*r/tom Mr. Michael Altschul, Vice Prnident and General Counsel
/lit C7"lA, to Ms. Renee Licht, FCC's Acting General Counsel, dated
N....ber 4, 1m, requesting FCC's writteD concurrence that
ceUular pbones containing ESNs modified by the NEPD do Dot
conform to Part 22 Rules.

B. FCC PublIc Notice, Report No. CL-92-J, Octo'" 2,1991.
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CHARLCTT:::. ·J.C.-;BUSfNESS.·j'P~'-A.prll5, ~ 995-~he 'arest nr.o'Ja'LJon ...,
:he .. ,
:elecommunICa'l:IOns indusrr: .... as ccr';e !() the CarOlinas, ~i~r.glrg c()n'Jenlence
for
those who use it and controversy for the government.

The innovatIon IS a ocellularo extensIon. It enables you to have ':oWO or
more
ocellularo phones on one line. Offered ~V Affordable oCellularo Extensions
of
Charlotte, an extension costs a one-time fee of $199. In comparison, phone
companies charge $20 to $35 per month for a separate phone line.

The extension duplicates a telephone's electronic serial number. The
results~

you can hook. more than one phone to a single telephone number. Only one
phone
may be used ~t a time, however.

The service appeals to salespeople, doctors, lawyers, and other
professionals.
They buy it to stay in touch with the office while in or out of the car and

remain accessible to clients and staff. Extensions give family members a way
to
contact each other easily and provide a sense of security at night •• owner$
always have access to a phone.

What's the controversy? Phone companie., of eourse, wish this service
would
disappear. The government has some questions, too, claiming the service
might
encourage fraud.

In September, the Federal Communications Commission issued an advisory
opinion
saying the use of altered ocellularo telephones violates the Communications
Act of
1994. Though the FCC's opinion is not legally binding, the commission is
conaidering new regulations that might change how oceflularo phones are
produced.

The ocellularo phone market is growing 40% annually in the U.S., according
to
industrY research. Some analv.ta -.timet••• many a. one-third of oeellularo
owners are interested in extension capabilities.

For more information on ocetlul.ro extenaiona, call aary RafJo, owner of
Affordable oCeilul.ro Extensions, at 704/358-1926.

CONTACT: Andre. Cooper Communications, Charlotte
Andr.. Cooper, 704/343-2543

11 :36 ET APR 08, '995
News Source: Business Wire
Industry: J/CTS IITLS
Subject: NIBW NIPOT
Mlrket Sector: MIUTt
Geographic Region: RlNe A/NME R/US A/USS
Mes.age 0469 from PR

OJ/PrssR: Copyright 1996 Dow Jones and Company Inc.



UNITED STATES DISf8JCi COJAT
SOL;TI.i:RN OISTRICT QF iEXAS

ENTEl;F~i

Enitfll &tat!s mistrtrt Q:,nurt
&nutlt!rn Ilfstrlct at mU&S

){oU!10n Btuf.efertt

MAR 1 7 1995
HoUSTO:-.l CEllUlAR
TFJ.EPHONE COM?ANY.

Plaintiff,

versus

JOHN C NaSON, Doing Business as Both
Ceil Time CeUulu and Action Cellular and
DA..NNY HART, Doing Business as
Action CelJular and
ACTION CElll.1t-AR EXTENSION, mc.,

Defendants

§
§ MiCtlaaJ N. ~~. ~(II.

§
§
§
§ CIvIL ACTION H-9S.617
§
§
§
§
§
§
i
f

PERMANENT INJUNCnON

Based on the stipulations and evidence. the coun male.. these findings:

1. John C. Nelson. Jr, who has aone business as CeU Time Cellular and who i.I a
representative of Action CeUular Extensions, Ine., has enpged in tho emulation of
the electronic serial numbers ot"ceUular telephones since August 9. 1994.

2. Daniel K. Hart. as a representative of Action Cellular Extensions, Inc., hu enppcl
in the emulation ofthe eJedrOnic seriall1LlJ1ftrs ofcellular telephones we December
15, 1994.

1 Aaion CeUular Extenslons. Inc., his engaged in the emulation orth. electro~ serial
numbers of cellular telephones since December IS, 1994.

4. On May 4, 1981, after notice in the Federal. Repster, the Federal Cornnumh:ations
Commilsion issued the Inquiry into the Use oftlle Buds 825-145 MHz and 870·890
MHz for Cell. Commuoi.catiON SyllemJ; and Amendment to Pan. 2 &net 22 of the
Commission's Rules Relative to Cellular Conununicationl Systems. (86 F.e.C. 2d
469 ( 19S 1). It Idopted the techniCalspecificltiOni for cellular telephones that each
telephone have a unique electronic aerial number. Thil ord. was publiJhed in the

1"111111 ...... '_MlM - 4:t1CW'7 1__..' ... 1



Federal R~steronMay 21, 1931 (~Fed. Reg. 27655) with corrections on June 16,
1981 (46 Fed. Reg. 31411)

5 0:1 September 9, 1994, after notice in the Federal Reglster, the FCC iuued lhe
R~slO(1 of Part 22 of the Conunission Rules Governing the PubJic Mobile Sef'Vlces
(9 FCC Red 6513 (1994) This FCC order was published in the Federal Reaiater on
November \ 7, 1994 (517 Fed Res. 59502)

6 Houston CeUular has suffered irreparable damage as a consequence ofdefendanu'
emulation of the electronic serial numbers of cellular telephones for wh;ch it is the
carrier. Th. defendants' ~'tions have deprived Houston Cellular ofmomhly aC(:esI
chargC$ and other per unit charges its customen would owe for additional
cOMcc:tions.

7 Although the d!D1age is describable, Houston Cellular cannot reliably quantify it,
makini the legal remedy inadequate.

8 The acts ofthe defendants are analogous to their havina instaJted unauthorized access
to I cable television network This piracy injures the utility and it. Ieaitimate
customers.

9. No unrepresented third-party nor any d.ifft.a. publie interest is adversely affected by
the r~strictjons this injunction imposes on Nelson and Hart.

B Conc!us;ons

1. The FCC orders were reaululy made, pubUsbed in the FederaJ Register, and served
on defendants by publication. 5 U.SC. § 552(1)(1). Se~ abo. F~d Crop Ins. Y.

~rnll, 332 U.S. 380, 384·85 (1941).

2. These orders adopted by the fCC eonstitutc: orders within the meaning of § 401 (b)
(47 U.S.C. § 401(b» ofrn. Communication Act 0(1934.

3. Emulation ofthc dec:tlonic serial numbers ofccJ1uJac telephona by Nelton , Han. and
Action Cellular Extensions, Inc., vlolates the two FCC ord....

4. Section 401{b) of the Communication Act of 1934apras!y authorizes injunctive
relief for a pltty injured by disobedience of an FCC order. Th, prerequisite of
in'epatable injury need not be atabUshed where lUc:h injunctiv. relief is expressly
authorized by stlt\lte. United SfQttJ \I. HtlY'J lnt'/ Corp., 'IS F.2d 1038, I04S (5th
Cit. 1969); a"sham .,. Wind!'ush PartM'$, 130 F.2d 1417. 1423 (1 Ida Cir. 1914).
AJthough Houston Cellular need only demonstrate that it hu been injured to satisfy
thi. IW1dard, having found that it was in f'act i~...ably injured by defendants' aets
and in an amount not susceptible to calculation, the coun concludes that injunctive
relief is available It common lAw.

·2·



C. Injunction.

Bued 0:1 these 6.n:iing! and eonclU$lOM, John C. Nelson. Jr, Daniel K. Hart. L'1d Action
Cellular Extensions, Inc., are enjoined permanently from emuLtti.ns efectronic seriaJ numbers
of uUular tel~phones for which Houston Cellulat' is tile Carrle-r.

This restriction binds them and aU those who may knowingly act in concert with them,
including employees, agents, llld conS\lme~

Specifically, the defendants are enjoined fi-om aJterillg, transferrin.. emulating or
manipu!atilli electro:1ic serial numbers of cellular telephones for which Howtor.
Cellular is the camer except in strict compliance with the FFC orden.

2 The defendants shall produce immediately to HOUlton Cellular these dacumer.ts,
including those seized by me United States Mushall11d others in their possession or
within their access:

A All lists, files, records, or other information containina r.ames,
addresses. or telephone oomben of entities ror whom they altered,
transferred, emulated, or manipulated the doctronic seriunumbers of
cellular telephones from Ja.null'Y I. 1990, to March 15, 19;5.

B. AU advertisement.. brochures, or ocher document. that advertistd
serviccs to the public for altering. transfenina. emula.tift& or
maniPUlatinl the electronic serial numbers of cellular telephones.

C. Documents in their pouession that identify other entitiCi which offer
services to alter. transfer, emulate or manipulate the e1eotronic serial
numbers ofoeU'Jw telephones.

D. Docwnents evincing a business relation at transaetio:\ with
Technoloi)', Inc.

E. A comc;llete copy ofall data on any stoRie medium, includiq paper
baed, &xed-disk, and removable-ellsk data (bard, removable, 11oppy,
opdcIL and tape drives and RAM). Houlton Cellular 'NilJ reimburse
the defendant. tbr copy{n. costs incurred in producina a hard copy.

3 WIth the exception ofHouston CeUular sublCrlbers' service orders or contract!, the
defendants are entitled to rellin the oriJinals of those documents. providinl HOUlton
Cellular with photocopies. The defendaa-.s may renin photOlXlpics at the Howcon
Cellular subsc:nbers' .et'lic:e orders or contract. only tor the purpose of I.sistins in
re-emulalion. The dd'endantl wl1l surrender to Houlton CeOuIar all photocopies It
the comptetion of the re-emulation or upon written requett of'Houston CeUulu.

- 3 -
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4. Thi~ oreer does not require that the d~fenrlanu produce C2+ Teehnol0 i)'. rr.c,
pro;metary information, eq~ipment, or accessories in any form.

5 This is 8. final judgment. The coon retains jurisdiction to enfor~ the illjunction and
the settlement from which it !1'05C

Signed March J5, 1995, at Houston, Texas.

Lynn N. Hughes
United States District Judi'

-4-
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l~ THE L:"4ITED STAllS Ul~TRICT COURT
FOR THli SOUIHER.."1 DISTRICT OF TEXAS

HOlSTO~ DIVISIO"

llOP..TO' CELLLLAR §
TELEPHOl''E COMPAt'iY §

*v. §
~

JOH.~ c. NELSON, illdividuaJly Bnd §
d/b/a both CELL TIMF. CF.LLULAR and ~

ACTION CELLULAR aad DANNY §
H..\RT, incliTidually Alld dlh/a hoth §
ACTION CELLULAR and ACTION §
CELLULAR EXTESSION §

C.A. ~O.

DEMAND FOR TRIAL BY Jt:RY

PLAINTIFF'S ORIGINAL COMPLAl..Vf AND
REQllEST FOR TEMPOR4RV RKSTRAINING·ORDER.

PRELI~U:SARY ISJ~TNCTIQN ASJ) PERMA~EJyr INJUNCTIQ~

TO THE HONORABLE JtTDGE OF SAID COCRT:

COMES ~ow HOUSTON CELLULAR TELEPHONE rOMPA NY ("Houston

CcU'J1ar"), pla.inuff herein, geekin~ :l temJX>rwy ~tr.urung order, pretimiMt'y injunction and

~ lllaueot lOjlJJ'l<:t1OD. [n support thereof. Houston ~lul"r would ~tiv~ly ~h"w 1I1'1tr1 the

WUlt ~ follows;

I.
.IliRlSDICIION AND PARIIES

1. This case arises under the constitution, laws or treaties of me tJnileU States. 28

U.S.c. § 1331. Pursuant to 47 U.S.c. § 401(b), Houston Cellular seeks to prohib1t defendants

from "id_ orders (COUecti ...·e!y the "ESN Ordersl of tile Federal Communica!i(')n Commission

("'FCC") now codified in p8tt at 47 C.F.R 22.919(a).

2. Houston Cellular is a Texas general partnership with its principal place of busmes.c;

at One West Loop South. Suite 300, Houston, Texas n027.

3. Defendant John C. Kelson is an individual residing in Harris County and doing

bustnes~ as both Ceil Time Cellulae. 5202 Sycamore Villas, Kingwood, Te;Jtu. 77345 and Action

Cellular at 9100 SOulhwc:Jl Freeway, Suite 150. Houston, Texas. Defendant John C. Nelson..

individually and dning business CC) Cell Tune Cellular, may be served with process by serving



J0hn C. ~clS()n '-U. 5202 SYGl.l110rC \ dl~, Kwg\.... ooc. "':"e'(~, 773,15 DefendMt .foon r \('"n.

-+. Defendant Da:my Han, lllJi~lJua.lly and domg busillC3S ~ helm .\coon Cel1w~ 3.lld

ACClon CellUlar ExtenstOn. IS an inJi"idwl wllV (c..~ldes at lU2IO r'Orum West DriH:, HOu~I\)n.,

Texas T7ffi6. Un Information and beilcf, Dann} I-i.<.ul, doing bu5lnCSS as Action Celiu13r, has an

office at 9100 Soul!1west rreeway, SUite I XI. Houston, T~.\i:L'), ami may be served at ili..is r.ddre!",~.

On mformation and belle!, lJaLny Hart, individually and ooill~ lJusllleM as Acuon Cciltllaf

Extension., may be servcQ al lC'Q}(J t"Qrum West Drive, Houston, TeUi:S 77036.

fl.
VENUE

5. Venue is proptT In tills distnet for two reasons. First, a substantial pan of the

events iivlntz rise to Houston Cellular's claun occurred in this district 28 V.S,C. § 1391(a)(2).

Second. defendants are individuals or entities with conLaclS sufficient to deem them residents of

thLs judicial district. 28 U.S.c. § 1391(c),

Ill.
SUM\1ARX OF .\LLEGAIIONS

6. PurSUJJ1t to 47 U.S.c. § ~l(b) and Rule 6S(b) or the teQeral Rules ot Clv:1

Procedure, Houston Cellular seeks a teI!1porat)' restraining order. preHnuDJl) IflJUllCtloO and,

ultunar.ely, a permanellt injunction barring defendants from .. iolatin~ the FCC's ESN C"ra.ers

PJrthermore, pursuant to 28 US.C. nOl(a), Houston Cellular seeks an order from the court

Jedaring the rights and obligations of the (XUties., spectfically stating defendanl~ cannot alter,

transfer, emulate or manipulate ~ ESN of cellular telephones in violation of the FCC'~ ~

Orders. Pursuant to 28 U.S.c. 2202, Houston Cellular seeks recoveI)' of its reasonable and

necessary anorncys' fees incurred 'Jy prosecution of this action..

2



lV,
F'CTlA~ BACKGROU~Q

i HJuston Cellular l5 llcen'>ed b\ the FCC as the exclusive pro>lder of ,:eilu.ar

COInr.1LL-ucat:on~ set\'lces on Its authonz.ed f~eq,uencles in the Houston ~1eIIOpolJtan Sr.austlw.l

Area. whIch lccludes Hams, LIberty. \1ontgomery, \VaJler, Fort Bend and Brazona Countles,

8, ~fendant'5 are engaged In the pr~ of altering, marupulating. or emulanng :he

Electrornc Senal K~mbers on cdlular telephones U1 \-101atlon of t.lo}e FCC's ESN Ordc:rs.

9, The Electronic Senal \:umber ("ESN'j is a 32 bIt binary numt:er thar 1lI1.qUely

Ldenl1fies a cellular mobrle transmitter to a cellular system. It IS separate and di~tinct f!iJm the

phor:e's lQ-digit telephone number. One purpose of the ESN U1 a cellular telephone l~ similar tQ

the Vehicle Idenoficaoon i\umber In an automobile. Spe::iticaily. it uniquely identifies the

e£;uiprnent tD assUiI in recovery. If it is stolen. More importantly, the ESN is designed to identify

an authorized subscnber and enable cellular licensees, like Houston Cellular. 10 authorize system

usa~e and to properly blll for calls made to and from a cellular telephone.

10. The alteration of a cellular telephone's ESN allows a person to simulate the signal

of a dtfferent celtular telephone. This ~'SS, called emulation, allows one cellular phone to

emulate. or imitate, another cellular phone. Thi~ allows a person to make a calion one cellular

telephone whIle actually charging rbe caB to anaber. Alteration of an ESN faci1llates fcaudulenr

a.::ld unaurhonzed cellular calls. An un.wrhori1.ed user of a l.:ellular phone that has an altered ES~

can make numerous local and 100lz distance caih and have the charges billed (0 a totally

Iln~J~/'lCCting cellular customer. Alternatively. ESN alter3Iion enables one cellular phone to

e'mlll~,1'! another cellular phone beyond the detection abilities of cellular li~nsees. This enables a

rustomn T.) IIV more than one telephone tor the same telephone number, thereb) avoiding n10nthly

access chargt'S ('hareM hy Houstoo Cellular ana other cellular licensees. By altering an ESN, a

,-'~'tomer caD fraudl1lenrly avoid paying the lIlCf1thly access charae for multiple cellular phones.

resultins in a sjgmficanr lost of r~v~nu~ LO Houston Cellular.
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II FUI1.."ennor~,HOUSton r ... llp'ar ha." recently offered a .;peclallo['J~ ,jistance ~romm

\,,·hereby. for 3. monthly fee, Housto:1 CellulM 'i1oul ~lIn\4' frcc aH l.ime en a.lllon~ J.!stance calis In

:hc Sto.t.e of Te"<..1S. Use Q!- dus lon~ distance prog:ram wtil <li!0W a cus~omer to call klflg dlstance

from res cellular telephone and pay em.!)' the rate charged by t~:"'lI'a()mcr's pre-selected long

Jl~laIKe carrier. HOllsten Cellular will not charge for air time on such c<lll~. Altc;ratim of an ESN

allow! a customer to ha....e multiple cellular phon~ CQV~~ by a single montt-Jy FE¥. !"'iymcnt for (he

10fl£ distan~ program, resulting in n subst:lntialloss of re';~n1Je to Houston Cellular

12. As more fully dC5Cri1x:d in the ~fida.v;t of Robert Edwards. attacW ~M

incurpor"dlt'J ~ E.\hibit "A," defendants John C. Nelson, indlvidually and dOlUg bUWles5 as Cell

Time ceUular am.! ~ Al-.tiOU CellulAr, have been engaged in the unauthorized pr<1ctice of altering.

trdnSferting, cmu1alin~ VI 1l1\i1upuJating ~ CSN of cellular tdcphoncs to emulate other phones

sub5cribed ID Houston Cellular. S~ifically, on or About September ~9, 1994, for 3. $125,00 fee,

John Nelsoll altered an ESN on a cdluhu ~hulle provided to him to emulate Q Houston Cellular

subscnbed phone. In December of 1994, Rubtm EUwcu\b letwned to John N~l~n and received ~

quote Of ~2::lU.OO for the alteration 0( an additional cellular lcl.~phullt:.

13. rwthermore. as more fully described ilJ. the aflic1lvil of Rubclt Edwards. 4I%aChcd Md

incorporated herem as t.:dllblt "A," defendantS Danny Han, individU<illy aJld doing bwiness a!

Action Cell ular and A~t10D cet.lular Extension are also engagec:1 in the Unaull",1I17.A1 practice of

altering, transferring. cmulaung or marupulating the ESN of cellular tclcpbooal. S~ifh.alJy. ~D

or about Felntary 8. 1995, Houston Cellular received an ad. on Adverfa.'(. The ad ~ifi~y

advertises "'two cellular):)bones, one cellular number." l:::lltltles not licensed by me FCC to pro\liu~

cellular service cannot proVide this service set forth in the auvertJsement. Houston cellular bas not

authorized any person oc entity to alter or emulate ESNs for ceUuJar phooes subsaibe<1 tD its

service. S. Aftidavil of Mike Hanafin. The Affidavit of Robert Edwaros descnbes a conversation

with Danny Hart wherein he admitted thal for S~.OO he would alter the bSN of a cellular pl1O~

to emulate a Houston Cellular sub9criber's phone.
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v.
FCC REG'-L.\TIQ~S

14 01 \1a~ 4, is'S!. the FCC reiea<,e.d an Order c:ltltled "An lnqu:ry Into Lh~ :_'$€ 1)(

:he Bar.ds 825-845 ,~:-u and 8!J-89J \1H.z for Cellular CVnuTIun:catlons Systems; and

Amendrrlent of ?Jrts 1 ~d :2 Clt the ColM'11ssioo's Rules Relative to Cellular CommUnIC3lJOtls

Systems,' 86 FC.C..2d -l69 (1981) In \\'~llch it, among other thLI:.gs, adopted. rechnical

specifications for the JSe of :eUular telephones. Including a requirement th.at each phone llave a

Wlique ESN. See B6 F.c.c.2d at 508 & n.78, 573, and 593. This FCC Order (the ~Fi~t ESN

Order") ..,as ~'Ubli5hed In the Federal Register on May :21, 1981 (46 Fed. Reg. 27655) \\-Ith

C0JTectiOIl5 on June 16. 1981 (46 fed. Reg. 31417.) A copy of this FIrst ESN Order is attached as

Exhibit "B." On Scpter.1ber 9, 1994, the FCC released an Order entltled "Revision cf Part 22 of

the Commis!'iion Rules Governing the PublIc \1obilc Services.'" This FCC Order (the "'Second

ESN Order'') was publtshed 10 the Federal Register on No·.ember l7. 1994 (59 Fed. Reg. 59502).

I.The First ESN Order and Second ESN Order are collectively referred to herein as the !i..SK

Orders.) A copv of the Second ESN Order is attached as Exhibit HC."

15. In respOnse to an FCC Nooce ofPro~ Rule Making, released June 12. 1m, 7

F.CC. Red. 3658. and published .n the FMeral RegIster July 1, 1992 (57 Fed. Reg. 29260),

C2+ Technology. a companY that altered ESN'i, requested Lhe FCC to amend the Commission's

rulC"i and allow comparoes to marl.:ct ancillary .::ellular equipmenl that emulateS ESN~ for the

rlt''['l()AA nf allowing more than one cellular telephone to have r:hc same telephone number. ~

p.m\~ph f,7"'lf Fxhibtt '.c."

16. Thf' FCC specifically rejected the proposed amendment of the emulat(\r. The

Commission wrat~~

~, WfA (,J'lnc1ude that the practice of alterin~ cellular phones to
"emulate" ESNs ~itbou( recehing the permission of the relevant cellular
licensH should nor re allowed because (1) simultaneous use of cellular
telephones frauduJentiy emitting the same ESN without the licensee's
permission could ~!l~ problems in some ccUu!ar systems. such ac;
erroneous tnekin~ or bI.1ling; (2) f~duleDt use of s~b ph0!lCS WIthout !De
liocosee's ~nnissiOD roufrl depnve cellular camers 01 monthly pet
telephone flwenucs to which they arc cDlided~ and (3)~a!~ phoo~
n(')( auth<>rUed by th~ carrier, wnulrl therefore not fall WIthin the hcensee 5
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ula:11:cl h,~nsc, cnc thu.'; woo;,j be urjl'~t'niC.:1 rTfln<;;n ~ aers In \10lat10r. cf
Secuon 301 0f the .A.ct.

17. The' Comrrussl0n [urthcr concluded:

!\cvCfcr.eles~, \\1th regard to e.XJsung eqwpm~nt> ",'e conclude that cellular
telephone:, wldl alccrcO [SN3 do not e<:mply wlth the c~lllllM ~'~em

compatbl:l£Y specification1 and thus may nor be consIdered authonzed
eqUipment uncer the ()n~ill.t1 type aa;;«ptancc. Accordingly,;t consu~r'~
knowmg use of such al£ered equipment wwId violate our rules. We further
oel.leve that any in4iV\l1Yal VI 9CWpany thai knowinpy alters ceiJulM
telephones to cause them lO trymsm~t aJ1 ESN other,than the one oriiiuWly
Insta1J~ by the maDUf~turer IS 9lWll~ III dle ~lolAtJon of QUr rules. Th\Ji,.
we 3th lse all ~l1ular licensees and subscribers thaJ: the use qf \he O±
aJtered cdl uJac te1ephoJ1¢5 constitutes <t ~iulo.lkJII of th~ Act and our ruler"

See paragraph 622 (emphasic; added).

[n conclusion, in Its ~ecoad ESN OrdeL, rhe FCC dearly stated (! J use of aJt.eIW L.c/lu!31

telephones constitutes a vi01anon of both the Commt.mlcations Act of [934. a.~ amended. <illU the

First ESN Order as cooified in Commission rules, and (2) any company thal k'11owingly alleI~

cellulae telephones IS "aiding in the violanon of our [FCC] rules. ,.

Vi.
REOU&SI FOR IiMlQR·\Rl USTBAINING QRDER

]8. Pur;uant to 47 G.S.c. § 401(b) and Rule 65(b) of t:Ie Federal Rules or Cl'd

?rocedure, Houston Cellular seeks a temp::>rary res1raining order rrom the coun a.C\king the court

(1) tv enjoin defendants from altering. transferring. emulating or marupJiating the ESN~ of cell ular

telephones and (2} that all records. computer dJsks, and other information concemJ.ng aJtercd

telephones be preserved In their current stale. As shown by the affidavits and eviden~ attaeh~

1~ previous 47 CF'R § 12.Y15, which became ne~" 47 CFR § 22.933, adopted in the
Second t;"SZ\! Ul"11cJ.

me S«x:nd ESN Order also revised § 22.919(c). effective January 1. J99S, to require all
manufactUren of cellulcu tc!ephona to agn their telep~onet !iluch ~t l'ny ::l':"cmpt to r~move,
tamper with. or change the ESN chip, will render the mobile transmItter moperaD\'c.. Thus. In n~w
telephones, HOlJ.41lOn Cellulw oud. other cellular Iioc::uees ,:houJd not be p1a'\J~ ""1tn mmp8ll1~
lhat alter ESNs In violaLion of the law. Any attempt to alter the ESN will r=der the cellular
lelephoc.e inoperable.

6



~ereLL' .wI.! wu--'q.01 ated hef1elQ. Hol:ston Cellub.r v. (.·uld Sh0W Imm~l!H(' and irreparable ;Ojur\

wtll occur LV Hu~tUll Cellular If an order ~"'IJ()lnlng .lefen<h.nts from. ~Ilenng tTilnsfemng.

CellUlar would show thilllL ha::, uu '>\d.) of lUQDttonng ~·.crcd teleph..:mes and will continu~ to Sllff",r

fraudulent and una'.nlionzed U~ uf ail tllU~ and. theft of air time unless this order is gran~d

l-urthermore. ''''imom records fwm IJefl;:l/lia.llt5 mdicating the numcs of Customelli who have

re<.:el Ved altered telephones, Houston Cellula! Uvc6 UQt have a. way to monitor the unauthorized~

of cellular leLepb..mt:S or notify specific CUSl.Umt:l:s LI1i:Ll dll~Y CU'C u.....ina cdlu.lo.t telepht'\nes tn an

unauthorized manner.

19. In addll..1on, '28 FS.C. § 4Ol(b) States:

(b) if any person fails or negleclS to obey any OnJCI uC th~ <..:ommission
other than fIJI' the payment of money. while the same is in effect, the
Commission or any f.'\l1)' injured mereby. or me Uniled States, by its
Attorney General, may apply to the appropriate dislriet COurl c{ the United
Sra~s for the enforcement of such <X'der. If, alTJ;r heal'iu~, that court
determioc.s tha1 r.he order was rellularly made and duly served. and that the
penon is in disobedience of lhe same. the COtl"t shall enforce olJt,Weuu: tu
such order by a wnt of injunctiua or other p-oper process, mandatory or
Olberwi.se, to restrain such person or tbe otf!CCI1, agents, or rcpresenullh~

of such person, from further di90bedience of such order, or tD enjoin upon
1t Of them obedience to the same..~

20. ~OUlh Ce,..traJ Bell Tei£phoM Company II. LouiSiana Public Senice

CommiS!iOfl.~1d 1107 (5th Ctr. 1984) vacated on other grounds l~ S. Ct~. The Flflh

Clrcuit, interpreting § 401(b), stated:

"".'f. --,
~~

Under § 401(b), a party seeking enforcement of an FCC aedaratloo may
OOf;lin an injunction upon a fmdin~ that (1) the declararioa i:s an FCC
"order" within the meaning of the Act, (2) the order was regulaiy maue and
duly W'I'\'1d upon the defendant. ()) the defeadaDt is in disobedience of lhc
order, and (4) the party seeking the inJunc1ion bas been injured by the
dl!f~adant' 'i 111~hcdience.

Ed. -.t 1114-1115.

~l. An FCC dedanltion i!oJ, an "order," if the "8iCDCY acts in accordance \\ith its

legislatively deleg'.atlng ru1~ making ;\l1thnrity'" and intends it to be bindina an all applicable
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p<rson". IJ. dot ll15 l.)n '.helr face. the ~t-' Orderj .U"~ ",'"1rdcr~" prohlbltJ.ni lr.dI'vldu.1ls, lltl.i'T

aif.u.. (r)m USII1~ -.:dlwd.i p:,ones V.iL~ dterai ES~b <.)( from altennE' FSN!li mceUular phones.

..,.., Ii1 dI-':C::L tu show that all order \.\-'3£ dul; served. the Fifrh (",rruit has SL1ted:

Thus, the r~uill~Ulcnl of "'due service" lS meL if the defend.mr In a § 4()1(b)
pT<X.Coomg received notJce legail\' suffiClent co ma.ice the order enforceable.
Under the A?A (.'\dJluni3trativc ~ure:') Act). li Nlc IS enfof(,J'"Jl.hlc mce
It IS publIshed in the Federal Register 5eSc. § 552(a)(l). The Supreme
Court b.as held t.ru.l. appearance of ~ rule In tb~ publir.::atioll constltllt~ kgal
nonce (0 the general public.

Jd. at 1119 (cites omitted). The FCC adopted trle ESN Orgers pu~uant to lawful nouce and rule

making proceeilings under the APA. and the referenced ESN Orden were published lD the r~ral

Register.

2...,. Houslon Cellular, thrQugh the affidavits and E.U1ibits at1aChed hereto and incorporated

herein. has shown thaL the defendants have \~olated "orders" of the FCC which have been "duly

served'" upon t~ defendants. Because Houston Cellular bas been mjured by defcndant:s'

disobedience. it is entitled to a temporary restraining order prohibitin~ the altering, tran~ferring,

emulating or manipulating of ESNs of cellular telephones and enjoining defendants from altenng or

destroYlnC any reccrds relating to the allering, emulating. lransferring or manipulating of ESKs.

Vll.
R.EOUESJ FOB PRELIMINARy MO PEPfANENI IN,IUNCTION

24. By way of this Complaint.. Houston CellUlar asks the COUrt to ~l ..t uare. withln ten

t 10) days of the signing of the temporary res1rai.ni.ng orcler, (or hearing on lh~ \Jldin:.inary

inJunetlon. At the same time. Houston Cellular ac;ks the cowt to order defendanLS 10 !JlOOOCC

certain records rdating to the altering, transfemng. emulanng or manipulating of Ulllular

telephones.. the servicin@ of clients, andior response' to inquiries about sucb alteting, t:ran.sfemn~.

ernulatina or manipulating on ceUular teltphones to the court for in camera UJspec::iOO arxl

sa[ekeeping,

25. Furthermore, afr.cr the preliminary injunction heanng, HouslOn Cellular asks for a

trial at ~ earti~t possible seUing m order to pennanently eujcin defendan15 trom ( I) altering.

transfemng, emulating or manipulating £he ESN OQ cellular telephones, or (2) altering or
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cmuldur.gjl IIl41lJpwa~ng on CCllu\nr telephones.

VIII.
REQUEST FOR DECLARAtORY RELIEF PVRSU.~Vr TO

;a U.S.C. ;;01 &1 SEQ.

26. Purs1J.am L\..' :!.8 US.c. 2201(a). Houston Celttllar seeks 3 judBment fr()m :hl<:; court

uedaring the rights and. 0bhg~~VII~ 0f HOlaLOn Ccllulur and the defendanb. SpecIfically fJ()IL"ton

Cellulae asks me courr [Q ~Ia.re:

(1) Defendants' allt:aiJJ~. tlaJ.l5fcmns. emulating or ma.nipw<lLing ES~s IS ;:l

'dolauon of the fCC's £cSN CrUel'} allJ Icgulanon:5 and aids and as~!;ts othen; in vlolatinl!

the fiCCs ~~ Ortlers and regulauQns.

(2) 1he use of emulalCd or alU::lt~.l lI;h:!JhQn~ is a violotion of the FCC's ~l'

Orders and reguiatlons.

(3) Holl.')tou Cellular has the right and ~ uuligation to determine rhe names of

all customers ""ho naye had their cellular ~lephones alU::!c:J. t~ierred, emulated or

manipulated so ali to advise arlO notify tl1e customer thal !.he ~ of ah~red, t,ul-~fcrrcd,

emulated or rcanipul~ telephones IS a ",alation of the FCC'~ ESN Orden ~d

regulatlons.

(4) I:>efenc!ants have no nght to alLef, craosfer, emulate or manipuldle ~ll~lar

telephones of Houslon Cellular customers.

27. PurSU3J1t to 2S U.S.c. 2202, HoustOn Cellular seeks reimbursemenl uf lilt:

reasonable and necessary attorneys' fees incurred by HoustOn Cellular tor bringing this declaral0l)

judgment action.

IX.
:e.RAYER

28. Houston C@jluJar requests thiS court enter a temporary l'£Saaining order. after a

hearing, preli.mU1ary injund'i(\n. and afrer a trial on the merits, a permanent injunction; that It ~
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